HNupopmannoHHasi NamMATKA I 00y4alOUIUXCS /51 pa3MelleHus Ha 0(pMIHATbHBIX
HNuTepHET-pecypcax

C KaX[JbpIM roJIOM MOJIOIEKH B MHTEPHETE CTAHOBUTHCS OOJIbILE, A LIKOJbHUKH OJHU U3 CaMbIX
aKTHBHBIX Iojab3oBarened Pynera. Mexay TeM, IIOMHMO OTPOMHOIO  KOJUYECTBA
BO3MOXKHOCTEH, MHTEPHET HeceT U MpoOsieMbl. DTa MaMsATKa JOJDKHA 1OMOYb Tebe OGe3011acHO
HaxXOJUTHCS B CETH.

KoMnbrorepHslie BUPYCBI

KoMnbroTepHslii BHpPYC - 3TO Pa3HOBUAHOCTb KOMIIBIOTEPHBIX IPOTpamMM, OTIMYHUTEIBHON
0COOEHHOCTBIO KOTOPOH sBIsETCS CIHOCOOHOCTh K PasMHOXKEHHIO. B jnononHeHue k 3ToMy,
BUPYCHl MOTYT TOBPEAMTh WJIM TIIOJIHOCTBIO YHUYTOXUTH Bce (ailibl Hu  JaHHBIE,
IOJKOHTPOJIbHBIE MOJIb30BATEN0, OT UMEHU KOTOPOro OblIa 3aIlylleHa 3apakEHHas IporpaMmma,
a TaKXKe TOBPEIUTh WM JIa)K€ YHUYTOXXUTH OINEPALMOHHYIO CHUCTEMYy CO BceMu (aiimamu B
nesoM. B GonbIMHCTBE CilyyaeB paclpoCTPaHAIOTCS BUPYChI Yepe3 HHTEPHET.

MeToabl 3alUTEl OT BPCIOHOCHBIX ITPOTpaMM:

1. Ucnonb3yit cOBpeMEHHbIE OIEPaLlMOHHBIE CUCTEMBI, UMEIOLUE CEPbE3HBIN YPOBEHD 3alllUThI
OT BPEZIOHOCHBIX IIPOTPaMM;

2. TlocrosiHHO YycTaHaBiuMBaik maytH (UUQPOBBIE 3alIaTKH, KOTOPbIE ABTOMATHYECKU
YCTaHABJIMBAIOTCS C IEIBI0 JOPAOTKU MPOTPaMMBbI) U Jpyrue OOHOBJICHUS CBOCH ONEpaIliiOHHON
cuctembl. CkaumBail UX TOJBKO ¢ odunuampHOro caiita paspadorunka OC. Ecmu cymectByer
PEKUM aBTOMATUYECKOTO OOHOBJICHUS, BKJIFOUH €T0;

3. Pabortaii Ha cBOEM KOMIIbIOTEpPE MOJ] IpaBaMy MOJb30BaTENs, a HE aJMUHUCTpaTOpa. DTO HE
MO3BOJIMT OOJBIIMHCTBY BPEJOHOCHBIX MPOTrpaMM HMHCTAJUIMPOBATHCS Ha TBOEM MEPCOHATBHOM
KOMITBIOTEPE;

4. Vcnonb3yil aHTUBHUPYCHbIE NPOTPaMMHBIE MPOAYKTHl H3BECTHBIX IPOU3BOAUTENEH, C
aBTOMaTHYECKUM OOHOBIIEHUEM 0a3;

5. Orpannyb (pu3HYeCKHid JOCTYH K KOMIIBIOTEPY U1l TOCTOPOHHUX JIMLL;

6. Vcnonp3yll BHELIHHE HOCUTEIM HH(POpPMAlMU, Takue Kak Quiemka, IUCK WMiau ¢ain u3
MHTEPHETA, TOJIBKO U3 NMPO(EPEHHBIX HICTOYHUKOB;

7. He oTkpbiBail KOMIbIOTEpHBIE (aiiibl, MTOJy4Y€HHbIE U3 HEHAAEKHBIX HUCTOUYHUKOB. [laxe Te
(aiinbl, KOTOpbIE pUCIa TBOIM 3HAKOMBIN. JIyyllle yTOUHH y HETO, OTHPABJISII JIU OH TeOe UX.

Ceru WI-FI

Wi-Fi - 510 He BuJ epeaun JaHHBIX, HE TEXHOJIOTHs, a BCETO JIMIIb OpeHn, Mapka. Emte B 1991
roay HUACpPIaHACKas KommnaHus 3apeructpupoBana Openn «WECA», uto o06o03Haudano
cioBocouetanue «Wireless Fidelity», KoTopblif mepeBoAUTCS Kak «OecIpOBOIHAS TOYHOCTDY.

Jlo Hamero BpeMeHH Jolia Apyras abOpeBuaTypa, KOTopas SBISETCS TaKOH K€ TEXHOJIOTHEH.
D10 abOpeBuarypa «Wi-Fi». Takoe Ha3Banume OBUIO JaHO C HAMEKOM Ha CTAHAAPT BBICIIUUN
3BykoBo# TexHuku Hi-Fi, 4To B mepeBojie 03HaYaeT «BBICOKAs TOUHOCTH.

Ja, OecmiaTHBI HMHTEpHET-IOCTYN B Kade, OTENsIX M adponopTax SBISAETCA OTIUYHOM
BO3MOXHOCTBIO BbIXOJla B MHTepHET. HO MHOTrHME AKCHepTHl CUMTAIOT, YTO 001Ie0cTynHble Wi-
Fi cetu He aBnsitoTCs 0€30MaCHBIMU.



Cosertsl 110 Oe30macHoCTH pabore B 00meaocTynHbIx ceTsx Wi-fi:

1. He nepenaraii cBoro nuunyto uHpopmanuio depes odmenocrynasie Wi-Fi ceru. Pabotast B
HHX, )KeJIaTeIbHO He BBOIUTD MAPOJIH JOCTYIIA, JOTUHBI M KAKHE-TO HOMEPA,;

2. Hcnons3yii ¥ OOHOBISIH aHTHBUPYCHBIE MpOrpaMMbl W OpaHaMayep. TeM camMbIM Thbl
o0e3omacuib ceds 0T 3aKaYKH BHPYCa Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonb3oBanuu Wi-Fi otkmoun ¢yakmmo «O0mmii qoctyn K (aiinaM U nmpuHTepam».
JanHast QyHKIMS 3aKpbITa [0 YMOIYAHUIO, OJJHAKO HEKOTOpBIEC MOJIb30BATEIH AKTUBUPYIOT €&
11 y10OCTBa UCIIONIB30BAHUS B paboTe min yueoe;

4. He ucnone3yit nyomuunelii WI-FI nns nepenaum nuuHbIX JaHHBIX, HAIPUMEpP AJs BbIXOJa B
COLIMAJIbHBIE CETH WJIU B DJIEKTPOHHYIO IOYTY;

5. Unonp3yi Tonpko 3amuinennoe coequnenue yepes HTTPS, a ue HTTP, 1.e. mpu Habope Be6-
azpeca BBoaM UMEHHO «https://»;

6. B mo6mieHOM Tenedone otkmoun GyHkuuio «llonkmodyenne k Wi-Fi aBromaruueckn». He
JIONYCKai aBTOMAaTH4eCKOro MOAKIIIOYEHHs ycTpoiicTBa K ceTaM Wi-Fi 6e3 TBoero cormacust.

COI_[I/IaJ'IbHBIe CCTU

ConuanbHble CETH aKTHBHO BXOJST B HAIly XU3Hb, MHOTHE JIIOAM PabOTalOT U >KUBYT TaM
nocTossHHO, a B Facebook yxke 3apermcTpupoBaH MWILTHAp] YEIIOBEK, YTO SIBISIETCS OIHOMN
CeIbMOM BCEX KHUTeNel IiIaHeThl. MHOTHE TOJb30BaTEeId HE MOHUMAIOT, YTO HH(popMaIus,
pa3MelIeHHass UMH B COIMATIBHBIX CETSAX, MOXKET OBITh HaliJIeHa U MCIOJb30BaHa KEM YTOJHO, B
TOM YHUCJIE HE 0053aTeTbHO ¢ OJIarMMH HAMEPEHHSIMH.

OCHOBHBIE COBETHI 110 0€30ITaCHOCTH B COMMAJIBHBIX CCTAX:

1. Orpanuub cnucok jpy3eil. Y Te0s B Apy3bsiX HE JOIKHO OBITh CIydalHBIX U HE3HAKOMBIX
JIIOJICH;

2. 3anmail cBOXO 4yacTHYIO >kM3Hb. He ykasbiBaill mapoinu, TenedoHsbl, aapeca, JaTy TBOETro
POXIEHUS U APYTyH JHWYHYIO HWH(GOpMalMio. 3I0YMBIIUIEHHUKH MOTYT HCIIOJIb30BaTh JaKe
UH(POPMALIHIO O TOM, KaK Thl M TBOM POJUTENH IUTAHUPYETE MPOBECTU KAaHUKYJIbI;

3. 3amminail cBOIO peNyTaLuio - JIepKU €€ B YUCTOTe M 3ajaBail ceGe Bompoc: XoTed Obl ThI,
YTOOBI JApPYyTU€ TOJb30BATENM BHJEIH, YTO Thl 3arpyxaems? Ilogymail, mpexae 4yeM 4YTO-TO
OIyOJIMKOBATh, HAITUCATD U 3arPYy3UTh;

4. Ecnii TBI TOBOpULIb C JIFOJABMH, KOTOPBIX HE 3HACIIb, HE UCIOJb3YH CBOE pEaIbHOE UMS U
JIPYTYIO JTUUHYIO HHPOPMAIUH: UMsI, MECTO KUTEJIbCTBA, MECTO y4eObl U MpOUEe;

5. N3berait pasmenienus ¢otorpaduii B VHTepHETE, TI€ THI M300paKEH HAa MECTHOCTH, IO
KOTOPOU MOYKHO OIPENETUTH TBOE MECTOIOIOKEHNUE;

6. Tlpu peructpanuu B COIMAIBLHON CETH HEOOXOJUMO HCIOIB30BaTh CIOXKHBIC IApOIH,
cocTosmue u3 OykB v QP U ¢ KOJIUIECTBOM 3HAKOB HE MEHee §;

7. J1ns conpanbHOM ceTH, MOYThl U JPYTUX CaiTOB HEOOXOAMMO HCIIOJIb30BAaTh Pa3HbIE MMapOIH.
Torna ecnu Te0s B3IIOMAIOT, TO 3JI0YMBIIUICHHUKH MOJy4aT AOCTYI TOJIBKO K OJHOMY MECTY, a
HE BO BCE Cpasy.

DJIEKTPOHHBIE AEHbIU



OJNEeKTPOHHBIE JEHbIM — 3TO OYEeHb YHOOHBIH CcHoco0 TaTexeil, OJHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TH JIECHBIU.

:‘)J'IGKTpOHHBIe JCHbI'M IIOABUWJIMCh COBCEM HCAABHO H HMCEHHO H3-3a 3TOI'O BO MHOI'HX
rocyaapCTBax A0 CUX IIOP HEC NPOIHCAHO IIPO HUX B 3aKOHAX.

B Poccun e oHu (yHKIMOHHUPYIOT M O HUX YK€ MPOIUCAHO B 3aKOHE, TJIe UX Pa3AeisioT Ha
HECKOJIBKO BHJIOB - aHOHMMHBIE U HE aHOHHMMHBIE. Pa3HHMIa B TOM, 4YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3pemiaercss MpOBOAUTH oOmepauuu 0e3 HAeHTH(PHUKAIUK MOJb30BaTesl, a B
HEaHOHMMHBIX MJICHTU(UKALIMYU T10JIb30BaTENs SBIAETCS 0053aTeIbHOM.

Taxxe cienyer pa3nuyarh 3JEKTPOHHbIE (PUAaTHBIE AEHbIU (PaBHBI TOCYIaPCTBEHHBIM BaJIOTaM)
U 3JICKTPOHHBIE He(UATHBIEC ACHBIH (HE PaBHBI TOCY/IAPCTBEHHBIM BAIIOTAM).

OcHOBHBIE COBETHI TI0 OE30IACHOH paboTe ¢ NEKTPOHHBIMH JICHbIaMH:

1. TlpuBsoku K cuery MOOWIBHBIN TenedoH. DTO caMblid yIOOHBIH W OBICTPBINH Ccrocod
BOCCTAHOBUTb JOCTYN K cuery. [IpuBsizanHblii TenedoH mnomoxkeT, eciu 3alynemb CBOH
TJIATEKHBIN MMAPOJIb WM 3aiAEIIb HA CAUT C HE3HAKOMOT'O YCTPOICTBA;

2. Ucnonp3yii ogHOpa3oBsie mapoiu. [locie mepexona Ha YCHIICHHYIO aBTOpH3aIUio Tebe yke
He Oy/IeT yrpoXkaTh OMAaCHOCTb KPa)KH UITU MepexBara MIaTeKHOro MapoJis;

3. BeiOepu cnoxuslii maponb. [IpectynmHukam OyaeT HE MPOCTO YragaTh CIOKHBIN MapoJb.
Hanexxnble mapoiau — 3TO Maposiu, KOTOPbIE COJIEpKaT HE MEHEE 8 3HAKOB U BKJIIOYAIOT B ce0s
CTPOYHBIE U TPONUCHBIE OYKBBI, HU(PBI U HECKOIbKO CHUMBOJIOB, TaKM€ KaK 3HAK JoJulapa,
¢dyHTa, BoCKIMIATEeNIbHBIN 3HaK U T.11. Hanmpumep, StROng!;;

4. He BBOAM CBOM JINYHBIE JaHHBIE HAa CaliTaX, KOTOPBIM HE JI0BEPSICILIb.
DNIeKTpOHHAs TTOHTA

ONEKTpOHHAs NOouYTa — 3TO TEXHOJOTUS W NPEJOCTaBISEMBIE €10 YCIYTH IO TEPECBUIKE U
MOJIYUYEHHUIO JJIEKTPOHHBIX COOOLIEHHUM, KOTOpBIE paclpeiesioTcs B KOMIBIOTEPHOH ceTu.
OOBIYHO  DNIEKTPOHHBI  MOYTOBBIM  SIIMK  BBIJISIIUT — CHEAYIOUIMM  o0pa3oMm:
UMs_TIOJIb30BaTeNA(@UMs_JIOMeHa. Takxke KpoMme Tepefauyd MpOCTOro TEKCTa, HMEeTCs
BO3MOYKHOCTb IlepeiaBaTh (panbl.

OCHOBHBIC COBETHI 10 0€30ITaCHOM pa60Te C BHCKTpOHHOﬁ IMOYTOM:

1. Hamo BBIOpaTh NpaBWIIbHBIM IOYTOBBI cepBUC. B HHTEepHETE ecTb OTrpOMHBIN BBIOOP
OecrIaTHBIX MOYTOBBIX CEPBHCOB, OJJHAKO JIyUllle TOBEPATh TE€M, KOTO 3HAEUIb M KTO NEPBHIN B
pEUTHUHTE;

2. He ykaspiBaii B JMYHOW mouTe JIMuYHYIO uHGpopmanuioo. Hampumep, mnydiie BbIOpaTh
«MY3bIKaJIbHBIA _(aHaT@» nin «pok2013» BMecTo «remal3y;

3. HMcnonb3yil IBYX3TalHYK aBTOPU3ALMIO. JTO KOTJla IOMHUMO IapoJisl HY»KHO BBOJUTH KOJ,
npucbUIaeMblil mo SMS;

4. Boibepu cOXHBIA Tapoib. s KaKI0ro MOYTOBOTO SIIHUKA JOJDKEH OBITh CBOM HAJCKHBIH,
YCTOWUMBBIN K B3JIOMY 1apOJIb;

5. Ecnm ectb BO3MOXHOCTh HamucaTh CamMOMY CBOM JIMYHBIM BOMPOC, HCMOJB3YH 3Ty
BO3MO>KHOCTb;



6. Mcnonp3yil HECKOJIBKO MOUYTOBBIX SIIMKOB. [lepBhIii /UId YaCTHOM NEPENUCKU C ajpecaTami,
KOTOPBIM TBI JOBEPACHIb. DTO JIEKTPOHHBIN aIpec HE HAJ0 UCIIONIB30BATh IIPHU PErUCTpaluy Ha
dopymax u caiitax;

7. He oTkpbiBail (aiiibsl U Apyrue BIOKEHHS B MUChbMAax JaXKe €CIM OHH IMPHIUIA OT TBOMX
apys3eil. Jlydiie yTouHM y HUX, OTHPABIIsUIM JIM OHU Tebe 3TH (aiiibl;

8. Ilocne okoH4YaHMs pabOTHl HA TIOYTOBOM CEpPBHUCE TEpel] 3aKPHITUEM BKIAJKH C CAaTOM He
3a0y1p HaXaTh Ha «BBIATHY.

KubepOyiiHT Wik BUPTYaIbHOE U3/1€BATEIHCTBO

KubepOymnuHr — mpeciiefoBaHie COOOIICHUSMH, COJACPKAIIUMH OCKOPOJICHHUs, arpeccuio,
3allyTMBaHKe; XYJIUTaHCTBO, COLUAIbHOEC OOMKOTHPOBAHHE C MOMOIIBIO Pa3IMYHBbIX WHTEPHET-
CEPBHCOB.

OcHoBHBIE COBETHI IO O0pHOE ¢ KHOEPOYILITUHTOM:

1. He Opocaiicst B 60#. Jlydmuii crioco0: mocoBeTOBaThCS Kak ceOsi BECTH W, €CJIM HET TOTro, K
KOMY MOXXHO OOpaTuUThCS, TO BHA4Yalle YCIOKOMTBCA. ECIM Thl HayHElb OTBEYaTh
OCKOPOJICHUSIMU Ha OCKOPOJICHUS, TO TOJIBKO e1lle OOJIbIIe Pa30XiKellb KOH(IUKT;

2. YopaBinsii cBoel kubeppenyrauuei;

3. AHOHUMHOCTH B ceTu MHUMAas. CyIIECTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOUT 32 aHOHUMHBIM
AKKayHTOM;

4. He crouT BecTH XyJIMTaHCKHI 00pa3 BUPTyalnbHOHN kHU3HHU. MIHTEpHET (UKCUpPYET BCE TBOU
JEHCTBUS U COXpaHSeT UX. Y TaIUTh UX OyJeT KpailHe 3aTpyJHUTENbHO;

5. CoGmrosiait cBOM BUPTYaJIbHYIO YECTh CMOJIOAY;

6. Urnopupyil enuHuuHbli HeraTuB. OJHOPa30Bble OCKOPOWUTENbHBIE COOOILICHMS JydIle
UrHopupoBaTh. OOBIUHO arpeccusi NpeKpanaeTcs Ha Ha4aabHOU CTaaNH;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMHU COOOIIEHUSIMU, B COIMATBHBIX CETAX
€CTh BO3MOYKHOCTH OJIOKHUPOBKH OTIIPABKU COOOIIEHUH C OMPEICTICHHBIX apecoB;

8. Ecnu ThI cBuaeTens kubepOymiauHra. TBou NeMcTBUSA: BBICTYIHUTh MPOTUB IMpecienoBaTers,
MOKa3aTh €My, YTO €ro JEWCTBUS OLIEHUBAIOTCS HEraTHBHO, MOJAJEP’KaTh KEPTBY, KOTOPOM
HYXHa TICUXOJIOTHUYECKasi MOMOIIlb, COOOLIUTH B3pOCIBIM O (haKTe arpeCCUBHOTO MOBEICHHS B
CETH.

MoobwibHbIN TenehoH

CoBpemeHnHble cMapTHOHBI U IIJIAHIIETHI CONEP)KaT B ce0e BIOJHE B3POCHbIA (YHKIMOHAN, U
TEeNepb OHM MOTYT KOHKYpPHUPOBaTb CO CTAallMOHAapHBIMH KoMIbloTepamu. OJHAKO, CpenCTB
3alUTHI JIJIsl TOJIOOHBIX YCTPOMCTB MOKa O4Y€Hb Maslo. TecTHpoBaHME M MOUCK YSI3BUMOCTEW B
HUX NPOMCXOJUT HE TaKk MHTEeHCUBHO, kak 1 [IK, To ke camoe kacaercst U MOOHIBHBIX
MIPUIIOKEHUN.

CoBpeMeHHBIE MOOMIIbHBIE Opay3ephl yiKe MPAKTUIECKH JOTHAINA HACTOJIBHBIC aHAJIOTH, OJHAKO
pacupenue (yHKIIMOHAJa BIICUET 32 cO00H OOJIBIIYIO CI0KHOCTh U MEHBIIYIO 3alIHIEHHOCTD.

Jlaeko He BCe TMPOW3BOAMUTEIN BBIMTYCKAIOT OOHOBJICHHS, 3aKPBIBAIOIINE KPUTHUECKUE
YSI3BUMOCTH 1711 CBOUX YCTPOMCTB.



OcHOBHBIE COBETHI 1151 0€3011aCHOCTH MOOMIIBHOTO TenedoHa:

1. Huuero He sBIseTCS MO-HACTOSAMIEMY OECIUTATHBIM. Bynb OCTOpOKEH, Beah Korja tebe
npeiaraT OecryiaTHbIA KOHTEHT, B HEM MOTYT ObITh CKPBITHI KaKUE-TO IUIaTHBIE YCIIYTH;

2. dymaii, mpexe yem oTnpaBuTh SMS, ¢oto wim Buaeo. Thl TOYHO 3HACIIB, TJIE OHU OYIyT B
KOHEYHOM uTOTre?

3. Heo6xoa1umMo 0OHOBIISATH ONEPAIMOHHYIO CHCTEMY TBOETO CMapT(OHa;
4. Vicnonp3yit aHTUBUPYCHBIE IIPOTPAMMBI JJ1s1 MOOMIIBHBIX TeNe(hOHOB;

5. He 3arpyxail NpUIOKEHUS OT HEU3BECTHOIO HCTOYHUKA, BEJb OHU MOTLYT COAEpKaTh
BPEIOHOCHOE MPOrpaMMHOE 00ecrieYeHUE;

6. ITocse TOro Kak Thl BBIHCIIH C CaiiTa, T€ BBOIWII JIMUHYIO HH()OPMAIIHIO, 3ai/11 B HACTPOMKH
Opay3epa u ynanmu cookies;

7. Ilepnonnuecku NpoBepsid KaKKe IJIaTHIE YCIIYTM aKTUBUPOBAHBI HA TBOEM HOMEPE;

8. JlaBaii cBOIf HOMEp MOOWJIBHOTO TeledOHA TOJIBKO JIIOISAM, KOTOPHIX ThI 3HACUIb M KOMY
JIOBEPSICIIb;

9. Bluetooth nomkeHn ObITH BBIKJIIOUEH, KOTJIa Thl UM He ToJb3yemibcs. He 3a0biBait mHOTIa
MIPOBEPSITH 3TO.

Online urpsr

CoBpeMeHHbIE OHJIAH-UTPBI - 3TO KPAaCOYHbIE, 3aXBaThIBAIOIINE pa3BiIeueHUs, 00bEINHSIONINE
COTHH TBHICSAY YEJIOBEK MO BceMy MHpy. Urpoku ncciaenyroT JaHHBIA UM MUD, OOIIAIOTCS APYT C
JIPYTOM, BBIMOJHSIOT 3aJaHusl, CPAKAIOTCA ¢ MOHCTPAMHU U IOJIYYarOT OIBIT. 3a yIOBOJBCTBUE
OHM IUJIATST: MOKYMAIOT IUCK, OINIAYMBAaIOT A0OHEMEHT WJIM IPHUOOPETAI0T KAKKE-TO OMIINH.

Bce atu cpenctBa uayT Ha mojaJiep)KaHUE M PAa3BUTHE UIPHI, a TakKe Ha caMmy 0€30IacHOCTH:
COBEpPILEHCTBYIOTCSI CUCTEMBbl ABTOPHU3AIMH, BBIYCKAIOTCS HOBbIE MaTuu (LMQPOBBIE 3aIIaTKU
JUISI IPOTPAMM), 3aKPBIBAIOTCS Y3BUMOCTH CEPBEPOB.

B HOI[O6HI>IX HUrpax CTOUT OIIaCaTbCA HEC CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpaXXu TBOCTO
apoJist, Ha KOTOpOM OCHOBAaHA CUCTEMaA aBTOpHU3allun OOJIBIIIMHCTBA urp.

OCHOBHBIE COBETHI 110 0€30ITaCHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Ecnu npyroit urpok Bezmer celst II0OXO MM co37aeT TeOe HEMpHUITHOCTH, 3a0J0KUpYH ero B
CIIFICKE UTPOKOB;

2. Iloxamyiics aIMHHUCTpAaTOpaM HWIPbl HA IUIOXOE ITOBEJEHUE 3TOr0 WIPOKA, XKEIATeIbHO
IIPUJIOKUTD KAKUE-TO JOKA3aTeNIbCTBA B BUJE CKPUHOB;

3. He ykaspiBaii TnuHyt0 HHPOpMALUIO B Ipodaiine urpsl;
4. YBaxail Ipyrux y4acTHUKOB IO UTPE;
5. He ycranaBnuBaii HeoUIIHAIbHBIE TATYH U MOJIBI;

6. Ucromnp3yit CIoXHBIE M pa3HbIC MTapOJIH;



7. Jlasxxe BO BpeMsl UI'Pbl HE CTOUT OTKJIIOYaTh aHTUBUpPYC. I10Kka ThI urpaems, TBO KOMIIBIOTED
MOTYT 3apa3HTh.

OumuHT 1M KpaKa JIMYHBbIX JaHHbIX

OOBIYHOM Kpameﬁ ACHET U JOKYMCHTOB CEroaHs Yy>XE€ HHMKOI'0O HE YyAWBHUIIb, HO C Pa3BUTHEM
I/IHTepHeT-TeXHOHOFI/Iﬁ 3JIOYMBIIIJICHHUKH TICPEMCCTHIIMCh B HUHTCPHCT, W M[MPOAOJDKAOT
3aHUMAThCS «TIOOHUMBIMY JCJIOM.

Tak nosiBUIachk HOBast Yrpo3a: HHTEPHET-MOIICHHHUYECTBA WM (PUIIUHT, TIIaBHAS LIEJIb KOTOPOTO
COCTOHT B MOJTYYCHUH KOHPUIACHIIMATHHBIX JaHHBIX MOJIb30BaTENCH — JIOTHHOB U mapoiieil. Ha
aHTJIMICKOM si3bIke phishing unrtaercs kak ¢umuHr (ot fishing — preiOHas oBms, password —
MapoJib).

OcHOBHBIE COBETHI IO O0pHOE ¢ HUITMHTOM:

1. Cnenu 3a cBOMM akkayHTOM. Eciu Thl moji03peBaciiib, 4YTO TBOSI aHKETa ObLIa B3JIOMaHa, TO
HE00X0IMMO 3a0JIOKMPOBATh €€ U COOOIIUTh aIMHHUCTPATOpPaM pecypca 00 3TOM KaK MOXKHO
cKopee;

2. Ucnonb3yit 6e301acHbie BeO-CAThI, B TOM YHCJIC, MHTEPHET-Mara3nHOB U TIOMCKOBBIX CUCTEM;

3. Hcnonw3yil clOXHBIE W pasHble Mmapoiau. TakuMm oOpa3om, eciu TeOsS B3JIIOMAIOT, TO
3MOYMBIIUIEHHUKH MOIYyYaT JOCTYI TOJIBKO K OJJHOMY TBOEMY MPOQUIIIO B CETH, a HE KO BCEM;

4. Eciu Tebs B3IOMand, TO HEOOXOAMMO MPEAYNpPEeIuTh BCEX CBOMX 3HAKOMBIX, KOTOpBIC
n00aBIeHBI Y TEOSI B IPY3bsX, O TOM, UYTO TeOs B3JIOMAIN U, BO3MOXKHO, OT TBOETO UMEHU Oy/ieT
pacchuIaThCs ClaM M CCHUIKU Ha (PUITMHTOBBIE CAlTHI;

5. Ycranosu HazexHbIi naposs (PIN) Ha MOOMIIBHBIN TenedoH;
6. OTKII0YM cOXpaHEHHE MapoJisi B Opaysepe;

7. He oTkpbiBaii ¢aiiiel U Ipyrue BIOKEHUS B MUChMax Jake €CJIM OHU TMPHUIIUIA OT TBOUX
npy3ei. Jlydie yrouHu y HUX, OTIPABIISUIA JIU OHU TeOe 3TH (haiibl.

[udposas penyranuus

[udposass pemyranust - 3TO HeEraTHMBHAas WM TO3UTUBHas HMH(OpManus B ceTH O Tebe.
Komnpomerupytomas uHpopManusi pa3MelleHHass B MUHTEPHETE MOXKET CEpbEe3HbIM 00pazoM
OTpa3uThcs Ha TBOEH peanbHOM >xu3Hu. «L{udpoBas penmyranus» - 3TO TBOW UMUK, KOTOPBIH
dbopmupyercs u3 uHbopMaluu o Tede B UHTEPHETE.

TBOoe MecCTO KHUTENbCTBA, y4eObl, TBO€ (DMHAHCOBOE IOJOKEHHE, OCOOEHHOCTH XapakTepa U
pacckasbl 0 OJM3KUX - BCE 3TO HAKAIJIMBAETCS B CETH.

MHorue MoAPOCTKH JIETKOMBICIEHHO OTHOCATCS K MYONUKAIMM JUYHOW WH(pOpMalud B
WnTepHere, He MOHUMAas BO3MOXKHBIX MOCNENCTBUI. Thl 1axe HE CMOXKEIlb J0rajaThCs O TOM,
yTo (poTorpadus, pazmelieHHas S JeT Ha3ad, cTaja MPUUYMHON OTKa3a NPUHATH TeOs Ha paboTy.

KommenTapuu, pa3menienue TBoux (Gortorpaduil U qpyrue AeUCTBUS MOTYT HE MCUE3HYTh JaKe
1ocJie TOro, Kak Thl UX yAaluilb. Thl HE 3Ha€llb, KTO COXpaHWI 3Ty MHGOpMaIMIO, Tonaja JIu
OHa B TIOMCKOBBIC CHCTEMBbl M COXpaHMJAcCh JHM OHA, a IJIaBHOE: YTO NOAyMAalT o Tebe
OKpY’Karollee JIIOAW, KOTOpble HAaliAyT W yBUIAT 3T0. HaliTu mHpOpManuio MHOTO JIET CIYCTS



CMOXeT JI000# - Kak U3 M0OphIX MOOYXKIEHHUH, Tak U C HaMEPEHUEM MPHUYUHHUTH Bpea. ITO
MOKET OBITh KTO YT'OJTHO.

OcHOBHBIE COBETHI 110 3alTUTe HU(PPOBOI permyTalum:

1. ITogymaii, mpex e yeM 4To-TO MyOJIMKOBATh U MepeaaBaTh y ceds B 6yiore Wiv B COLUANIbHON
CeTH;

2. B Hacrpoiikax npo¢uiIs YCTaHOBHM OTPaHUYCHHSI HA MPOCMOTP TBOETO MPO(HIL M €ro
COAEP)KUMOTO, CIEIal €ro TOJbKO «JIJIs IPy3eh»;

3. He pa3memaii u He yka3blBail MH(pOpPMAIUIO, KOTOpPas MOXKET KOT0-JIMOO OCKOPOJIATh HIIH
00MXKaTh.

ABTOpCKOE IIPaBO

CoBpeMeHHbIE IIKOJIBHUKH- AaKTUBHBIC IIOJIb30BATEIN IHM(PPOBOro mpocTpaHcTBa. OmHaKo
JTAJIEKO HE BCE 3HAIOT, YTO MOJB30BaHWE MHOTMMHU BO3MOXXHOCTSAMHU LU(GPOBOro Mupa Tpedyer
COOITIO/ICHHSI TTPAB HA MHTEIICKTYAIBHYIO COOCTBEHHOCTD.

TepMHUH  «MHTEIUIEKTyalbHasi COOCTBEHHOCTHY» OTHOCHUTCS K  Pa3IUYHBIM  TBOPECHHUSAM
YeJI0BEYECKOI0 yMa, HauMHasi ¢ HOBBIX M300pETeHUH U 3HAKOB, 0003HAYAIOIINUX COOCTBEHHOCTh
Ha TMPOJAYKTHl M YCIyTM , W 3aKaH4yuBas KHUramu, Qororpadgusmu, KUHOPUIBMAMU U
MY3bIKaJIbHBIMU [TPOU3BEICHUAMM.

ABTOpCKHE IIpaBa - 3TO MpaBa Ha MHTEJUIEKTYaJbHYI0 COOCTBEHHOCTh Ha MPOU3BEIECHUS HAYKH,
JUTEpaTypbl M HCKYCCTBAa. ABTOPCKHE IIpaBa BBICTYNAIOT B KayeCTBE apaHTUU TOTO, YTO
MHTEJUIEKTYaJIbHBIN/TBOPUECKUI TpyA aBTOpa He OyJdeT HampacHbIM, JacT €My CIpaBelJIMBbIE
BO3MOXKHOCTH 3apa0oTaTh Ha pe3ysbTaTax CBOEro TPyna, NOJYyYUTh U3BECTHOCTh U MPU3HAHUE.
Huxkro 6e3 pa3pelieHus aBTopa He MOXET BOCIIPOU3BOUTH €r0 IMPOU3BEIEHUE, PACIIPOCTPAHSITD,
nyOJIMYHO JIEMOHCTPUPOBATh, MPOAABaTh, HUMIOPTUPOBATH, IMYCKaTh B IMpOKaT, MyOIMYHO
UCTIOJIHATD, IOKA3bIBATh/UCHIOIHATH B A(Hpe UK pazmeniaTtsh B IHTepHeTe.

Hcnonb30BaHue «IMHUPATCKOro» MPOrPaMMHOTO 00ECHeueHHs] MOMKET IPHUBECTH K MHOTHM
pHCKaM: OT TMOTEepPH JAaHHBIX K TBOMM AaKKayHTaMm 10 OJIOKUPOBKM TBOETO YCTPOMCTBa, Il
YCTAaHOBJIEHHBIM HE JierajpHas mnporpamma. He cTouT Taxke 3a0bIBaTh, YTO CYIIECTBYET
JerajibHble ¥ OecCIIaTHbIE TPOrpaMMBbl, KOTOPbIE MOXKHO HAWTH B CETH.

O nopraine

CeteBnuOK.p¢ - TBOH INIaBHBIA COBETYMK B CETH. 37I€Ch Thl MOXKeEIIb Y3HaTh O 0€30MacHOCTU B
CeTH TMOHSATHBIM M JIOCTYIHBIM $I3bIKOM, a IpPH BO3HHUKHOBEHHM KPUTHUYECKOW CHUTYal[UU
00paTUTHCS 32 COBETOM. A TaKXe NMPUHATH ydacTHe B KOHKYpcax M CTaTh CaMbIM IM(PPOBBIM
rpakTaHUHOM!



